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BACKGROUND AND STRATEGY
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GUIDING PRINCIPLES -- Interruptions to local government functions can result from major natural disasters such as earthquake, wind storms, and fires, or from man-made disasters such as terrorist attacks. The most frequent disruptions of government services are often less sensational—equipment failures, theft, or employee sabotage.  What causes the disruption may be important in looking at recovery from a risk management standpoint.  The important point, however, lies in the definition of a disaster.  In terms of government operations continuity, the definition of a disaster, then, is any incident that causes an extended disruption of business functions. 

The guiding principles of recovery remain as follows:

· Protection of the workforce
· Continuity of emergency responsibilities
· Continuity of time-sensitive business services

PURPOSE -- Disruption of governmental services can result in local government not being able to meet its mandated missions.  Government services cannot operate and be effective without its support functions.  Recovery must involve the entire organization—facilities, administration, accounting, information systems, personnel, and most importantly, the business functions that perform the missions. All functions must interact with each other for optimum recovery. The purpose of this plan is to determine and plan for not what can bring government down, but those actions that can bring it back up to meet its commitments to its citizens.

FOCUS -- A practical approach is one that plans for the worst-case-scenario—including:
· Loss of access to the facility,
· Loss of access to information resources (systems, networks, data), and
· Loss of skilled or key personnel who perform critical processes.

Just about any event could result in these losses. A practical plan is based on the input analysis, which details the element of recovery by priority and timeframes. This approach provides procedures for dealing with less devastating events as well as “smoke-and-rubble” disasters.

AUTHORITY – There are several authorities for development and implementation of government continuity planning.  The foundation document is National Security Presidential Directive 51, (National Continuity Policy).  The State of Washington’s Continuity of Government Act (42.14 RCW) provides overall guidance. In reality, government addresses continuity planning because of the consequences of not planning—financially, operationally, and politically.

LOCAL POLICIES – The Board of County Commissioners and the Port Townsend City Council will support implementation of this strategy by providing input into the impact and assessment processes which will determine the priorities for restoration of various governmental elements.  In addition the Board of County Commissioners and the Port Townsend City Council will support employees’ participation in the planning process.

The County and the City will appoint a Recovery Manager / Alternate to implement the various activities involved with planning for recovery.

PLANNING ASSUMPTIONS – These assumptions were used in the development of this plan:

· Local government has the primary responsibility for protection of life and property.  Without early recovery of local government functions, overall community recovery will be negatively impacted.
· Damage assessment, disaster recovery, and community restoration will require an increased need for coordination & cooperation within local government and between local, County, State, and Federal Governments in order to solve problems and share resources 
· Local government must be present and effective in order to provide adequate staffing and resources, expedite decision-making, and streamline procedures for community recovery. 
· Local government values its employees and their families.  The details of government restoration will take place after employees’ families are out of harm’s way and have basic shelter, food, water, and other basic needs addressed.
· The organization cannot meet its mandated missions without its support functions.  Recovery must involve the entire organization—facilities, administration, accounting, information systems, personnel, and most importantly, the business functions that perform the missions. All functions must interact with each other for optimum recovery.

RELATIONSHIP OF THIS PLAN TO OTHER EMERGENCY PLANS – The CEMP defines the overall coordination of government and community response to an emergency.  This plan defines how government will prepare itself to resume government services following a disaster. 

INITIAL ACTIVATION OF THIS PLAN – Because of the complex legal ramifications of restoring the various activities of government, the Board of County Commissioners and the City Council will direct implementation of these portions of the continuity of operations plan

EMERGENCY MANAGEMENT – The Emergency Operations Center (EOC) and the City Coordination Center (CCC) may provide overall coordination and support according to the plan.  The EOC and CCC may help facilitate procurement of resources to facilitate recovery. 

COUNTY / CITY OFFICES AND DEPARTMENTS -- Each office and department will develop a definition of the services their department performs, and a set of requirements (including staff, equipment, information, etc) to perform these services.  (See Section 2 – Business Impact Assessment).  This assessment shall include:

· Organization chart
· Mission
· Facility requirements
· Relationships with other departments / agencies
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IMPACT ASSESSMENT – Each office and department will conduct a business impact assessment of their activities.  All government business operations fall under one of four categories:  

· Level 1 -- Statutory obligations; services that cannot be interrupted for any period of time; those responsibilities required to be executed on a daily basis without interruption or suspension.  These services cannot be done by any other government entity.
· Level 2 – Core operations; services that could be interrupted temporarily, but not more than one week.  Those essential services that cannot be interrupted or suspended without undue hardship or severe economic impact.  These services cannot be done by any other government entity.
· Level 3 – Routine business; services that could be interrupted temporarily, but not more than one month; those typical services provided to the community on a routine basis that could be temporarily suspended or delayed without undue hardship.  These services could be performed temporarily by a neighboring county / city, or other government entity while capabilities are being restored.
· Level 4 – Peripheral; services that could be interrupted by several months; activities or functions generally provided as a courtesy to the citizen or which support or enhance routine business services; seasonal activities.

 (
Example:  
Major criticism would occur within three days from the private business sector.
Example:  Vendors could insist on a 2% late payment ($XK) penalty in 30 days.
Example:  The inability to make bank deposits would result in $250k loss of interest payments in 5 days.
Example:  A major public relations exposure would occur in as little as 3 days to those entities that are waiting permits.
)The department head / program manager must then provide an estimate of a calculated cost of disruption for the most critical activities.  

BUSINESS PROCESS ASSESSMENT – The Business Impact Assessment will provide a list of activities and functions that range from critical to less critical.  To make the Impact Assessment information accurate and effective, a business process study is required.  This analysis looks at where work flows begin and end. 

For example:  Suppose Business Function X is considered to be the most critical based on the business impact analysis.  Business Function X depends on inputs from Business Function Y before work can begin.  Therefore, the process performed by Business Function Y must be recovered before Business Function X can begin work.

Business process assessment should include information on the organization’s mission, its business functions, and a description of the information technology environment.  Each department / program within the County / City should provide a list of agencies that provide services.  

Compilation of these lists and analysis of the business practices . . . .

WHAT BUSINESS IMPACT AND BUSINESS PROCESS ASSESSMENTS ARE NOT – Impact analysis is often confused with risk assessment. Risk assessment is associated with determining the potential losses of a threat vs. the cost of the protective measure against the value of the asset. It is related to determining how much to spend on prevention and protection. See Attachment 1 for examples and comparisons of risk analysis and impact analysis:    
 
Impact analysis and process assessments cannot be accomplished on the day of the disaster.  They must be undertaken before the disaster and results must be integrated into office and department planning.

Impact analysis and process assessments are not the end of the exercise.  Once the functions of each office are defined and assessed through a business process analysis, the recovery requirements must be documented.

RECOVERY REQUIREMENT DOCUMENTATION – The department head / program manager has the responsibility to define what resources will be required and when it will be required to ensure recovery.  Resources attached to the critical and essential services / functions must be defined.  Resources may include: 

· Identification of a secondary work site
· People
· Computers
· Desks
· Phones
· Other equipment
· Descriptions of manual workaround solutions
· Peripheral requirements like printers, copiers, fax machines, calculators, pens, paper, etc

See Attachment 2 for examples of matrices of resource requirements vs. time.

As recovery documentation is received from each department head, the overall requirements lists will be compiled with other departments to build a foundation for procuring initial resources needed in recovery.  

RISK REDUCTION STRATEGIES – The Board of County Commissioners and the City Manager / City Council will support their respective department heads / program managers in pre-planning and preparation strategies which could foster speedy and effective recovery.  These activities include:

· Cross training for essential services.  This strategy provides for continuity of essential functions should the primary operators be incapacitated.
· Identification of alternate worksites (including a work-from-home strategy if applicable.  
· Identification of services that be provided from neighboring counties / cities.
· Developing procedures for making employees aware of plans (including a regularly tested employee communications plan / call back phone tree).  Briefings and planning meetings are essential to ensure employees know how the plan is to be implemented.
· Determining specific operational requirements available from specific vendors 
· Selection of a recovery manager who will act as the liaison between programs and departments 

RECOVERY MANAGER – Both the City and the County will identify an individual to serve as recovery manager.  This individual should be basically familiar with all business functions and be able to cross organizational and budgetary lines to affect a streamlined recovery effort.  Program managers must work with the recovery manager to help identify basic requirements and to help streamline efforts whenever possible.

DAMAGE ASSESSMENT – Following a major disaster which has clearly damaged the Courthouse, City Hall, and other facilities, (as soon as it is determined that hazardous materials are not involved and structural integrity questions have been addressed), the process of damage assessment must begin.  From the moment a major emergency or disaster occurs, an information process is set in motion which continues from the time of impact to the final stages of recovery and reconstructions.  Part of that information process is known as “damage assessment”.  

Regardless of size or location, each County and City department should provide an initial assessment of damage that occurred to the facilities it occupies or manages.  This assessment will generally be very brief and focus on:

· Which buildings and facilities are damaged?
· How severe is the damage?
· How does the damage affect the ability of the department to respond?  
· What assistance from other departments is needed?

DAMAGE ASSESSMENT ROLES – 

· Department of Emergency Management – The Planning section of the EOC is responsible for capturing all disaster-related information, including damage assessment information.  During the emergency phase of a disaster, the Department of Emergency Management will provide coordination and facilitation of response activities and logistical support as needed. 

· Jefferson County Sheriff’s Office / City of Port Townsend Police Department – Both law enforcement entities, along with the fire departments, are the first responders in a disaster and are the primary source of initial disaster intelligence information.  

· Fire Departments – The various fire departments within the county will provide substantial disaster intelligence information.  Depending on the severity and the extent of life-threatening damage, however, both law enforcement and fire services, may be fully committed to life safety response and may not be able to provide a full commitment to the damage assessment process. 

· Public Works – Assessing damage to the public infrastructure (streets, sewer facilities, bridges, drainage, street lights, etc) and developing preliminary cost estimates for repair of public facilities is the responsibility of the respective City of Port Townsend and Jefferson County Departments of Public Works.  Public Works departments are responsible for the management of reconstruction and debris removing contracts and activities.  













































Attachment 1

RISK ANALYSIS VS IMPACT ANALYSIS

	Risk Analysis
	Impact Analysis

	To what lengths do we go to protect information resources?
	How long can we tolerate NOT having access to information resources?

	Evaluates vulnerabilities to an asset and probabilities of occurrence.
	Evaluates the effect of an event over a period of time.

	Examines specific threats and causes.
	Cause of the loss is irrelevant.

	Protective and counter measures.
	Recovery strategy.

	How can we be proactive?
	How are we going to react and recover?

	Prevents and protects as much as is economical
	Provides information for an efficient and effective recovery plan.













Attachment 2:

For example:

	Resource Needs for Function X
	
	Day 1
	

	Day 2
	

	Day 
3
	

	Week 1
	
	Week 2
	
	One Month

	Personnel
	3
	5
	7
	18
	24
	35


	Telephone
	1
	3
	5
	12
	15
	33


	PCs
	1
	2
	4
	12
	20
	25

	Printers
	1
	1
	2
	7
	8
	10

	LAN connections
	0
	2
	4
	6
	8
	10




Then the resource needs are compiled for the entire county / city:


	Resource Needs for Function X, Y, Z
	
	Day 1
	

	Day 2
	

	Day 
3
	

	Week 1
	
	Week 2
	
	One Month

	Personnel
	12
	15
	28
	72
	96
	200


	Telephone
	4
	12
	20
	48
	60
	71


	PCs
	4
	8
	16
	48
	80
	125

	Printers
	2
	2
	3
	10
	12
	18

	LAN connections
	0
	2
	10
	30
	80
	82



From Day 1, this compilation of recovery requirements will serve as a basic roadmap to both short term and interim recovery.
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